Upload FortiGate Firewall in EVE-NG:

Open WiInSCP, once you connected to WinSCP type the IP address of EVE-NG in host name
choose the File Protocol: SFTP, Port number: 22, User names: root and Password: eve.

= — e 201 F== D = =
By Login — >
= Mew ~
L New Site Session
B root@192.168.17.128 File protocol;
SFTP e
Host name: Port number:
|192. 168.17.128 | | 27l |
User name: Password:
|rnnt | |---| |
Save - Advanced... IV
Tools - Manage - Login hd Close Help

The column on the left represent file on local machine and the column on the right represent
files and folder on remote machine.

B EVE - root@192.168.17.128 - WinSCP - ]
Local Mark Files Commands Session Options Remote Help
IE % E Synchronize | Bl g? @ {:ﬁ @ Queue ~ Transfer Settings Default = L@ @
= root@192.168.17.128 X G New Session
= D: DATA ~E-E - EEOf %S root =Rk B @& D FindFiles |t
£ New ~ 5 New =
JAEVEY I Local Machine froot/ I Remote Machine
Name 7 Size Type Mame Size Changed Rights Owner
Parent directo| | £ .. 10/18/2019 11:31:06 AM T =X =X root
viosl2-adventerprisek®-m.03.2017 File folder
paloalto-8.0.0 File folder
FortiGate-VME4-KVM v6.0.3 File folder
Fortigate File folder
EVE-Working-Ready File folder
asav-971-001 File folder
asa-915-k8 File folder
_'] L2-ADVIPSERVICESKI-MS HIGH_IROM_20160628.bin 102579 KB BIN File
_'] L2-adventerprise-13.1b.bin 65,045KB  BIN File
_1 i86bi-linux-12-adventerprisek-13.2d.bin 102,575 KB BIN File
EEVE-NG-Win-CIient-Pack.exe 95,888 KB Application
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Go to the path opt->unetlab->addons->gemu on the remote machine.

& gemu - root@192.168.17.128 - WinSCP

Local Mark Files Commands Session Options Remote Help

[F] 3 E3 Synchronize Bl & [F - S Queue -

& root@192.168.17.128 X [ Mew Session

Transfer Settings Default

& -

=D - E-F- - BEEQ & 5 gemu -E-F - B8 @& D FindFiles T
» » B New -

DA\EVE\ /opt/unetlab/addons/qemu/ |  Path to enter

Marne N Marne - Changed Rights Qwner

. 6/9/2018 10:51:25 AM PWKF-XF-X root
vios|2-adventerprisek8-m.03.2017 asa-913-16-k8-CL-L 10/18/2019 9:01:20 AM PWKF-XT-X root
paloalto-8.0.0 asav-971-001 10/18/2019 9:01:10 AM PWKF-XT-X root
FortiGate-VMB4-KWVM v6.0.3 asav-992-100 10/18/2019 9:00:5% AM PWKF-XF-X root
Fortigate asav-9101-100 10/18/2019 9:00:46 AM PWKF-XT-X root
EVE-Working-Ready coeus-10-1-3-039-5000V 10/18/2019 9:34:29 AM PWKF-XT-X root
asav-971-001 csr1000v-universalkd.03.17.04.5.156-1.54 10/18/2019 9:00:11 AM PWKF-XF-X root
asa-915-k8 cucm-11.5.1 10/18/2019 12:28:48 PM MWK T=XT=X root

|j L2-ADVIPSERVICESKS-MS.HIGH_IROMN_20160628.bin nxosvik-Cisco 10/18/2019 8:57:56 AM PWHT=X =X root

|j L2-adventerprise-15.1b.bin vwlc-8.7.102 10/18/20199:31:33 AM MWK T=XT=X root

|j i86bi-linux-12-adventerprisek-15.2d.bin win-7-x86-IPCC 10/18/2019 9:30:41 AM MWK T=XT=X root

ﬁ EVE-NG-Win-Client-Pack.exe winserver-52008-R2-x64d 10/18/20199:27:31 AM MWK T=XT=X root

|j c7200-advsecuritykd-mz. 150-1.M.bin xrv-k9-6.0.1 10/18/2019 8:58:12 AM MWK T=XT=X root

Create a directory in your system using the name: fortinet-firewall6.2.2 copy the file
downloaded to fortinet-firewall6.2.2 folder rename fortios.qcow2>> virtioa.qcow?2 the name

must be: virtioa.qcow?2

This PC ¢ Downloads » Compressed »

fortinet-firewallg.2.2

s

& Mame

|j virtioa.qoowd

Date modified

10/8/2019 7:37 PM

Navigate to the folder from local to remote machine and upload. Once the process completed

the file will be available immediately.
Ci\Usershaali.c\Downloads\Compressed\

Na . ~
rfﬁrng fortinet-firewall6.2.2.2 to remote gemu
.

Zaki Hashim FortiGate Final Documentation (2)
win-xp-lite

SRWE v7 Instructor PowerPoints
SolarWinds-RealtimeMNetFlowAnalyzer
npptools

PowerPoints

fortinet-firewall6.2.2

FGT_VME4-v6-build1010-FORTINET.out.ovf
ENSA-Bridge v7 Instructor PowerPoints
ENSA w7 Instructor PowerPoints
gZaki Hashim FortiGate Final Documentation (2).rar
B vwlc-8.1.111-20200305T054044Z-001.zip
g SRWE-Bridge v7 Instructor PowerPoints.zip
g SRWE v7 Instructor PowerP oints_2.zip
@ SRWE v7 Instructor PowerP oints.zip

b PR

[s]

unetlab/addons/gqemu

-

Mame

e

asa-915-16-k8-CL-L
asav-971-001
asav-992-100
asav-9101-100
coeus-10-1-3-039-5000V
cer1000v-universalk9.03.17.04.5,156-1.54
cucm-11.5.1
fortinet-firewallg.2.2
fortinet-firewall6.2.3
nxosvik-Cisco
paloalto-8.1.0
wwlc-8.7.102
win-7-x86-IPCC
winserver-52008-R2-x64
win-xp-lite

xrv-k3-6.0.1

Changed

3/3/2020 11:1%:36 AM
10/18/2079 9:01:20 AM
10/18/201%9 %:01:10 AM
10/18/2079 9:00:59 AM
10/18/2019 9:00:46 AM
10/18/2019 9:34:29 AM
10/18/2079 9:00:11 AM
10/18/2019 12:28:43 PM
3/5/2020 4:51:50 PM
3/3/2020 11:45:59 AM
10/18/2019 8:57:56 AM
121272019 9:25:05 AM
10/18/2079 %:31:35 AM
10/18/2079 %:30:41 AM
10/18/2019 %:27:31 AM
3/3/2020 12:33:38 PM
10/18/201% 8:58:12 AM

Rights

WX T-X
PWIT=X =X
PWI=XT-X
PWHT-XT-X
PWHT-XT-X
WX T-X
PWIT=X =X
PWI=XT-X
PWSP-57-X
PWHT-XT-X
WX T-X
PWIT=X =X
PWHT-XT-X
PWHT-XT-X
PWHT-XT-X
WX T-X

P r=XT-X
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Owner
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

root
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Save the configuration by fixing the permissions using the following command on EVE-NG.
Jopt/unetlab/wrappers/unl_wrapper -a fixpermissions

{fiy Home [ EVE [C] aNs3 M [C]Pa-8 [C] wsa-s [C] PA-Fwa

root@eve—ng :"H
rootPeve—ng :"#

rootReve-ng : " # | #opt-unet labrurappers-unl_uwrapper —a fixpermissions)

Open the EVE-NG in the browser then ‘Add an Object’” and select the Node.

Add a new object
IEEES ADD A NEW NODE
- Metwork
S Picture
0 Custom Shape TEIT‘IplatE

A Tex
I Mothing selected

2 Auto Align

Right Click to Add new object

I Fortinet FortiGate I New Fortinet Fortigate is visible

Huawei USGo000v

Add an object’ and select the Network make Type Management(CloudQ) and press Save button.

&« C {y @ Notsecure |I 192.168.17.128/legacy/ I

Add a new object

ADD A NEW NETWORK

B node

nm+

& Network

. Number of 1 B
L4 Picture networks to add
O Custom Shape
Name/Prefix Net
A Text \

B

5! 82 Auto Align Type IManagement(Cloud0) -
Q Left 886
o
Top 244
® Right Click Add a new object
Network Choose Type: Save Cancel
(» Management(Cloud0) and press Save
>

Connect Network Object to Fortinet Port1.
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T T T1 { 3}
T T e ),

M Fortinet MNet

At the login prompt type admin and press Enter. The password area is blank by default.
It may prompt to immediately change the password. Provide the password twice.

FortiGate-vM64-KvM login: |admin
Password:

You are forced to change your password, please input a new password.
New Password:**¥%
Confirm Password:¥**
welcome !

It will get the IP address from DHCP server if available or you can set static IP address. Type the

command to see IP Address: FortiGate-VM64-KVM#Diagnose ip address list

FortiGate-vM64-KVM #| diagnose ip address [ist
IP=192.168.122.134}>192.168.122.134/255.255.255.0 index=3 devname=portl
IP=127.0.0.1-5127.0.0.1/255.0.0.0 index=7 devnhame=root
IP=127.0.0.1->127.0.0.1/255.0.0.0 index=9 devname=vsys_ha
IP=127.0.0.1->127.0.0.1/255.0.0.0 index=11 devname=vsys_fgfm

Now can manage the PA-VM node via GUI, Use the computer that connected to management
network; then use web browser to navigate http://192.168.122.134/ Login using admin/123

& EVE | Topology *

=t 192.168.122.134/login?redir=3%2 X

< C Y A Notsecure ||192.‘168.122.134I’Iogin?redir=%2Fh

i1 Apps PA-8

admin
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http://192.168.122.134/

You will be prompted to complete the setup of FortiGate. For this | have chosen to do so Later.

FortiGate Setup

Perform the following steps to complete the setup of this
FortiGate.

+ Specify Hostname

» Change your password +

e

Once logged in, the Dashboard status appears. FortiGate gives you 14-day trial access to VM.
FortiGate VM License

Evaluation license. Upload a new license before the evaluation period
expires.

Allocated vCPUs 1/1
Allocated RAM 1002 MiB/ 1 GiB

Expires on 2020/03/20

Upload License File

Selectfile = @ Upload
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